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Abstract 

 

In the digital age, securing network communications is critical, with HTTP and HTTPS protocols being integral to 

web data transfer. Despite HTTPS providing enhanced security through TLS encryption, both protocols exhibit 

vulnerabilities that can be exploited by attackers. This study explores how Wireshark, a powerful network protocol 

analyzer, can be utilized to detect and mitigate these vulnerabilities. Through the examination of HTTP traffic and the 

decryption of HTTPS traffic, the research identifies common weaknesses such as session hijacking, man-in-the-middle 

attacks, and information leakage. The analysis includes inspecting the TLS handshake process and the security of 

various cipher suites, highlighting the potential risks associated with outdated or improperly configured protocols. A 

methodology involving the capture and detailed analysis of network traffic using Wireshark is presented, supported 

by case studies on several websites. The findings underscore the necessity of robust encryption practices, regular 

security audits, and proper certificate management to enhance the security of network communications. By adopting 

these strategies, organizations can significantly reduce their exposure to potential vulnerabilities, ensuring the 

protection of sensitive information and maintaining the trust of users. 
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Introduction 

 

In today's digital age, the security of network communications is paramount. HTTP and HTTPS are widely used 

protocols for data transfer on the web, but they are not without vulnerabilities. Wireshark, a powerful network protocol 

analyzer, offers robust tools for identifying and mitigating these security issues. This article examines how Wireshark 

can be employed to analyze vulnerabilities in HTTP and HTTPS protocols, providing insights into the potential risks 

and the methods to enhance network security (Patel et al, 2021). The widespread use of HTTP as a protocol for web 

communication has made it a prime target for cyber-attacks. Despite the advent of more secure protocols like HTTPS, 

HTTP remains prevalent, especially in older systems and legacy applications (Muraleedharan, et al, 2020). Analyzing 

HTTP traffic to identify vulnerabilities is crucial for understanding potential threats and mitigating risks. Wireshark, 

a powerful network protocol analyzer, provides extensive capabilities for examining HTTP traffic and uncovering 

common vulnerabilities Patel et al, (2021). HTTP (Hypertext Transfer Protocol) is the foundation of data 

communication on the World Wide Web, known for its simplicity and speed but lacking inherent security measures. 

HTTPS (HTTP Secure) builds on HTTP by adding a layer of security via TLS (Transport Layer Security), encrypting 

data to prevent eavesdropping and tampering (Danezis, 2009). Despite these protections, both protocols can exhibit 

vulnerabilities due to improper implementation or configuration, making them attractive targets for attackers. 

Wireshark allows security professionals to capture and analyze traffic in these protocols, helping to uncover and 

address potential security flaws (Lavrenovs, & Melón, 2018). 

 

This study aims to:  

i. identify and analyze common vulnerabilities in HTTP traffic using Wireshark. 

ii. examine the TLS handshake process in HTTPS and identify potential weaknesses. 

iii. demonstrate the decryption of HTTPS traffic in Wireshark for vulnerability analysis. 

iv. propose mitigation strategies for the vulnerabilities identified in HTTP and HTTPS protocols. 
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Literature Review 

 

Recent studies conducted by Banerjee et al, (2010) have demonstrated the effectiveness of Wireshark in network 

traffic analysis and security assessment. Wireshark's capabilities in detecting security anomalies, such as abnormal 

port usage and rogue hosts, are critical for network defense. In a study titled Performance and Security Evaluation of 

TLS, DTLS and QUIC Security Protocols by Gaminara, (2022) highlights Wireshark's role in decrypting HTTPS 

traffic, revealing potential misconfigurations and cryptographic weaknesses during the TLS handshake process. 

Research by Toolify.ai underscores the tool's utility in extracting clear text credentials from HTTP traffic, emphasizing 

the need for secure communication protocols. HTTPS (HyperText Transfer Protocol Secure) is the secure version of 

HTTP, achieved by layering HTTP on top of the SSL/TLS protocol, providing encrypted communication and secure 

identification of a network web server. However, vulnerabilities such as misconfigured servers, outdated protocols, 

and weak encryption can undermine this security (Aslan et al, 2023). 

 

Furthermore, in a study titled Proving the TLS handshake secure (as it is) by Béguelin et al (2014), the TLS (Transport 

Layer Security) handshake is fundamental to the security of HTTPS, ensuring encrypted communication between 

clients and servers. This process involves several steps, including the exchange of cryptographic keys and the 

establishment of a secure connection. However, despite its critical role in secure communications, the TLS handshake 

has potential weaknesses that need to be understood and mitigated. TLS 1.2, which was widely used before the 

introduction of TLS 1.3, has several known vulnerabilities primarily due to its flexibility and support for older, less 

secure cryptographic algorithms. The RSA key exchange algorithm used in TLS 1.2 is a notable example. It lacks 

Perfect Forward Secrecy (PFS), meaning that if an attacker obtains the server's private key, they can decrypt past 

sessions. 

 

The primary weakness in the TLS 1.2 handshake process lies in the use of outdated cryptographic algorithms and 

insufficient default configurations. For instance, the RSA key exchange, although popular, uses the same key pair for 

both authentication and encryption of the pre-master secret. This dual usage can lead to significant security risks if the 

private key is compromised. Attacks such as BEAST (Browser Exploit Against SSL/TLS) and Lucky 13 exploit 

vulnerabilities in the CBC (Cipher Block Chaining) mode of encryption used in TLS 1.2 Béguelin et al (2014). 

However, a study titled A cryptographic analysis of the TLS 1.3 handshake protocol by Dowling et al (2021), TLS 

1.3, released in 2018, addresses many of these vulnerabilities by removing support for older algorithms and 

streamlining the handshake process. It reduces the handshake to a single round trip, thereby minimizing the attack 

surface. TLS 1.3 also mandates the use of forward secrecy, ensuring that session keys cannot be compromised even if 

the server's long-term key is compromised. This is achieved using ephemeral Diffie-Hellman (DHE) or Elliptic Curve 

Diffie-Hellman (ECDHE) key exchanges, which generate unique keys for each session. Despite these improvements, 

TLS 1.3 is not without its potential weaknesses. The complexity of the protocol and the need for widespread adoption 

can introduce implementation flaws. Additionally, while TLS 1.3 enhances security, it still relies on the security of 

the underlying public key infrastructure (PKI). If certificate authorities (CAs) are compromised, the entire chain of 

trust can be undermined. 

 

Moreso, a study by (Dodiya & Singh 2022), titled Malicious Traffic analysis using Wireshark by collection of 

Indicators of Compromise in the International Journal of Computer Applications highlights the effectiveness of 

Wireshark in identifying Indicators of Compromise (IoC) within HTTP traffic. The research demonstrates how packet 

analysis can uncover nefarious activities such as unauthorized data access and malware. Similarly, Silvestre et al, 

(2023) explores the dual-edged nature of packet sniffing with tools like Wireshark. It underscores the potential for 

both security enhancement and misuse, emphasizing the need for ethical and legal frameworks to govern the use of 

such tools. The importance of analyzing HTTP traffic to identify vulnerabilities is underscored by Patel et al (2021), 

who successfully detected cyberattacks in real-time by monitoring and analyzing network traffic. This is further 

emphasized by Tran (2018), who developed an application for monitoring and analyzing HTTP communications to 

detect threats. However, the potential risks of HTTP traffic analysis are highlighted by Danezis (2009) who discussed 

the information that can be inferred from HTTP transactions over TLS. To address these risks, (Huang et al, 2024) 
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recommended optimizing the use of web vulnerability standards, such as OWASP Top 10 and CWE, to ensure a higher 

level of security. 

 

Common Vulnerabilities in HTTP Traffic 

 

HTTP, being a plain text protocol, is susceptible to various attacks that can compromise data integrity, confidentiality, 

and availability. Key vulnerabilities often identified in HTTP traffic as described by Muraleedharan et al (2020) which 

include: 

Session Hijacking: Attackers can exploit the lack of encryption in HTTP to capture session cookies and hijack user 

sessions. This vulnerability is particularly prevalent in environments where HTTP is used without proper session 

management techniques. 

Man-in-the-Middle (MitM) Attacks: Without encryption, HTTP traffic can be intercepted and altered by attackers 

positioned between the client and server. This can lead to data tampering and unauthorized access to sensitive 

information. 

Information Leakage: HTTP headers and URLs can inadvertently expose sensitive information such as software 

versions, internal IP addresses, and other configuration details that can be exploited by attackers to map out the 

network. 

Cross-Site Scripting (XSS): HTTP-based applications often fail to properly sanitize user inputs, leading to the injection 

of malicious scripts. These scripts can be executed in the context of the user's browser, leading to data theft and session 

hijacking. 

 

Methodology 

 

Using Wireshark to Analyze HTTP Vulnerabilities 

 

Wireshark provides a robust platform for capturing and analyzing HTTP traffic. By inspecting packet details, security 

analysts can identify patterns and signatures indicative of the vulnerabilities. Decrypting HTTPS traffic in Wireshark 

is a powerful technique for analyzing the security of encrypted communications. HTTPS encrypts data using TLS 

(Transport Layer Security) to protect it from interception and tampering. However, for security analysis and 

troubleshooting, it is often necessary to decrypt this traffic. This section provides an overview of the process and 

potential vulnerabilities identified through this method. 

 

Decrypting HTTPS traffic for vulnerability analysis is a critical task in cybersecurity, allowing analysts to inspect and 

understand encrypted communications. This process is essential for identifying potential security issues within the 

traffic, such as weak cipher suites, improper certificate validation, or the exposure of sensitive information. The use 

of Wireshark to decrypt HTTPS traffic leverages the ability to capture session keys, enabling the decryption of 

encrypted packets. This method is particularly useful for diagnosing problems and verifying the security of 

applications that rely on HTTPS. 
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Figure 1: Methodological Process 

 

The image depicts a flowchart outlining the steps involved in capturing and analyzing HTTPS traffic using Wireshark. 

The process consists of the following sequential steps. 

The use of Wireshark to capture HTTPS traffic from the network, configuration a key log file to capture encryption 

keys for HTTPS decryption, utilization of the key log file in Wireshark to decrypt the captured HTTPS traffic. 

Examine the decrypted traffic to understand the data being transmitted and identify for potential security 

vulnerabilities within the decrypted traffic. 

 

Table 1: Websites checked for vulnerabilities 

Websites Security Status Packets 

website 1 Weak cipher 79 

website 2 Secure 767 

website 3 Secure 236 

website 4 Secure 311 

website 5 Improved Security 359 

website 6 Outdated and less secure 119 

website 7 Insecure 197 

website 8 Improved Security 401 

website 9 Secure 215 

website 10 Improved Security 602 

website 11 Improved Security 436 

website 12 Improved Security 278 
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website 13 Insecure 327 

website 14 Outdated and less secure 76 

website 15 Insecure 131 

website 16 Outdated and less secure 81 

website 17 Weak cipher 83 

 

A total number of 17 websites were analyzed based on SSLv2, SSLv3, TLSv1, TLSv2, TLSv3 protocols with the 

security status metrics being insecure, weak cipher, outdated and less secure, secure, and improved security, a total 

number of 4696 packets were captured, the figures of packets captured on each protocol based on the security status 

of the website are depicted using a bar chart. 

 

 
Figure 2: SSL Key Log 

 

The SSL key log image shows the content of an SSL/TLS secrets log file generated by NSS (Network Security 

Services). The file was used for decryption of traffic and further analysis using Wireshark. 

The key elements of the log file are  
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CLIENT_HANDSHAKE_TRAFFIC_SECRET: These secrets are used during the TLS handshake to encrypt and 

authenticate the initial messages between the client and the server. 

 

SERVER_HANDSHAKE_TRAFFIC_SECRET: These secrets are similar to the client handshake traffic secrets but 

are used by the server. 

 

CLIENT_TRAFFIC_SECRET_0 and SERVER_TRAFFIC_SECRET_0: These secrets are used for the encryption 

and authentication of the application data after the handshake is complete. 

 

CLIENT_RANDOM: This is a random value generated by the client and is part of the initial handshake process to 

ensure the security of the session. 

 

EXPORTER_SECRET: This is used to derive additional keys for other purposes during the session. 

 

Each line in the file corresponds to a different secret or random value used in the SSL/TLS session, allowing tools 

like Wireshark to decrypt the encrypted traffic if the log file is provided. During network traffic analysis, this log file 

is imported into Wireshark to decrypt and inspect the encrypted data packets. 

 
Figure 3: SSLv2 Without Cipher Suite 

 

The figure 3, showcases the process of decrypting and analyzing the captured HTTP/HTTPS traffic within Wireshark. 

The view emphasizes the encrypted nature of the traffic, consistent with the goal of examining network security and 

decrypting HTTPS data for further analysis. The analysis further shows the selected packet has no cipher suite which 

makes it an unsecure packet which can be intercepted and redirected for an attack. 
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Figure 4: TLSv1.3 Cipher Decryption 

 

As seen in figure 3, which showcases the process of decrypting and analyzing the captured HTTP/HTTPS traffic 

within Wireshark. The view emphasizes the encrypted nature of the traffic, consistent with the goal of examining 

network security and decrypting HTTPS data for further analysis. The analysis further shows the selected packet has 

cipher suite which makes it a secure packet which will be hard to be intercepted and redirected for an attack. It further 

shows the communication between the server and client and the changing of cipher specification, which shows it is a 

secured connection. 
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Figure 5: HTTP/HTTPS security vulnerability chart 

 

The image as depicted in figure 5 compares the number of packets associated with different security protocols which 

are SSLv3, SSLv2, TLSv1, TLSv1.2, and TLSv1.3. The increasing number of packets from SSLv3 to TLSv1.3 can 

be interpreted as an indicator of the evolving landscape of HTTP/HTTPS security, where newer protocols, despite 

being more secure, also attract more attention and scrutiny from security researchers. The older protocols like SSLv2 

and SSLv3 have fewer packets, likely because they are less used today due to their known vulnerabilities and have 

been largely replaced by more secure versions of TLS. The significant jump in packets from TLSv1.2 to TLSv1.3 

reflects the adoption and ongoing analysis of the latest TLS protocol. 

 

The bar chart highlights the security vulnerabilities associated with different HTTP/HTTPS protocols, showing an 

upward trend in the number of packets as the protocols evolve. This could reflect both the increasing security measures 

and the extensive use and examination of these protocols in modern secure communications. 

 

 
Figure 6: Packets based on security status 
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The image provided in figure 6, categorizes packets according to their security status from insecure, outdated and less 

secure, weak cipher, secure, and improved security. The chart clearly shows a progression in the number of packets 

from insecure to improved security statuses, with the highest counts in the more secure categories. This distribution 

suggests that most of the network traffic is adopting secure and improved security measures, with fewer packets 

remaining in the less secure or outdated categories. The presence of packets in the insecure and outdated categories 

indicates that while security is improving, there are still areas that require attention and updates. 

The bar chart provides an insightful representation of the distribution of packets based on their security status. It 

highlights the ongoing trend towards improved security in network communications, while also indicating the 

necessity to address the remaining instances of insecure and outdated protocols to enhance overall security. 

 

Mitigating HTTPS Traffic Vulnerabilities 

 

To effectively mitigate vulnerabilities in HTTPS traffic, it is essential to use robust encryption practices and proper 

configuration of security protocols. One of the primary steps is to ensure the use of strong, modern cipher suites. 

Outdated or weak cipher suites can be easily compromised, so configuring your servers to support only the latest, most 

secure cipher suites is critical. Regularly updating your TLS configurations and disabling support for deprecated 

versions of protocols like SSL and older TLS versions is also necessary. Additionally, implementing HTTP Strict 

Transport Security (HSTS) ensures that browsers always connect via HTTPS, preventing protocol downgrade attacks 

and enhancing overall security. Another key aspect of mitigation involves proper certificate management. This 

includes ensuring that all certificates are issued by trusted Certificate Authorities (CAs) and that they are regularly 

monitored and renewed before expiration. Implementing Certificate Pinning can further enhance security by binding 

a certificate or public key to specific servers, which helps to prevent MITM attacks. Clients should always validate 

server certificates, and organizations should use Online Certificate Status Protocol (OCSP) and Certificate Revocation 

Lists (CRL) to check the validity of certificates in real-time. By focusing on these strategies, you can significantly 

reduce the risk of vulnerabilities in HTTPS traffic. 

 

Summary 

 

The study examines the vulnerabilities present in HTTP and HTTPS protocols, emphasizing the critical role of network 

security in the digital age. It utilizes Wireshark, a network protocol analyzer, to identify and analyze common security 

issues such as session hijacking, man-in-the-middle attacks, and information leakage. The study highlights the 

importance of the TLS handshake process, and the risks associated with outdated or misconfigured cipher suites in 

HTTPS. Through traffic capture and analysis, the research underscores the necessity of robust encryption practices, 

regular security audits, and proper certificate management to enhance the security of network communications. 

Ultimately, the findings advocate for proactive measures to protect sensitive information and maintain user trust in 

online environments. 

 

Conclusion 

 

Ensuring the security of HTTPS traffic is crucial for protecting sensitive information transmitted over the internet. By 

adopting strong encryption practices, properly managing certificates, and staying vigilant with regular security audits 

and updates, organizations can significantly reduce their exposure to potential vulnerabilities. Educating all 

stakeholders about the importance of security measures and keeping systems up to date are equally important. By 

following these recommendations and implementing comprehensive security strategies, you can create a robust 

defense against the myriad of threats targeting HTTPS communications, safeguarding your data and maintaining the 

trust of your users. 
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Recommendations 

 

Conduct frequent security audits and penetration tests to identify and address vulnerabilities in your HTTPS 

configurations and the use of automated tools for initial assessments and manual testing for more in-depth analysis. 

Implementation of robust patch management process to ensure that all software, including web servers, libraries, and 

dependencies, are kept up to date with the latest security patches. Employing the IDPS to monitor network traffic and 

detect potential threats. Employ anomaly-based detection to identify unusual patterns indicative of a security breach. 
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